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• Personal Details


Name – Niv Gilboa


Date and place of birth – November 1968, Israel


Address and telephone number at work - Ben Gurion University, 08-6428072


Address and telephone number at home - 66 Levi Eshkol St. Tel-Aviv, 054-6501047

• Education 



B.A. -
1991-1994, Tel-Aviv University, Department of Mathematics


Ph.D- 
1994-2000 - Technion – Faculty of Computer Science



Name of advisor: Prof. Benny Chor


Title of thesis: Topics in Private Information Retrieval

• Employment History (IN REVERSE CHRONOLOGICAL ORDER)


2011-2014 - Assistant professor (lecturer), department of Communication Systems Engineering, BGU



2009-2011 – Post-doctoral work with Prof. Shlomi Dolev, department of Computer Science, BGU


2000-2009 – Various positions in the Israeli hi-tech industry

• Professional Activities 


(d)
Editor or member of editorial board of scientific or professional journal
Membership in the conference committee for Principles of Distributed Computing (PODC) 2014

• Educational activities



(a)
Courses taught
1998-1999 - Data structures - undergraduate – Technion, jointly taught. 

1998 -
Introduction to C programming – undergraduate – Technion external studies

2000 – 2014 – Information and data security – undergraduate – BGU

2010 – Peer-to-peer networks - undergraduate – Tel-Aviv Yaffo College

2011-2012 – Peer-to-peer networks - graduate – BGU

2011 – 2014 – Network security – graduate – BGU

2013 – 2014 – Operating Systems – undergraduate - BGU



(b)
Research students



All the following are current students. 
Ram Valsky, M.Sc. student.

Dan Brownstein, M.Sc. student, jointly supervised with prof. Shlomi Dolev.

Itamar Ben-Shalom, M.Sc. student.

Vitaly Peimer, M.Sc. student.

Larisa Correct, M.Sc. student.

Roy Froimovici, M.Sc. student.

• Awards, Citations, Honors, Fellowships 


(a)
Honors, Citation Awards (including during studies)

1997 – Technion – Special Gutwirth fellowship for excellence in research.

1998 – Technion – Mani prize for excellence in research.

1994-1995 – Technion – Excellence fellowship for graduate students.

1994-1999 – Technion – Full graduate student fellowship.


• Scientific Publications
H-index – 2 (journals only)


(c)
Conference proceedings



 
1. B. ChorPI and N. GilboaS, “Computationally Private Information Retrieval”, 29th STOC (1997) pp. 303-313. (NOC=226).

2. N. GilboaC and Y. IshaiC, “Compressing Cryptographic Resources”, CRYPTO’99 pp. 591-608.

3. N. GilboaPI, “Two Party RSA Key Generation”, CRYPTO’99 pp. 116-129. (NOC=89).

4. O. HermoniS, N. GilboaC, E .FelstainePI and S. ShitritS, "Deniability – an Alibi for Users in P2P Networks", COMSWARE'08, pp. 310-317.

5. S. ShitritS, N. GilboaC, E .FelstainePI and O. HermoniS "Anonymity Scheme for Interactive P2P Services", CCGRID'08', pp. 33-40.  

6. E. FelstainePI, E. ChaiS, N. GilboaC and A. ElishaS "Distributed Flow Detection over Multi Path Sessions", SecureComm'08. 

7. S. DolevC, J. GarayC, N. GilboaPD and V.KolesnikovC "Swarming secrets", in 47th Annual Allerton Conference on Communication, Control and Computing, 2009. Brief announcement in Twenty-Ninth Annual ACM SIGACT-SIGOPS Symposium on Principles of Distributed Computing (PODC 2010), pp. 231-232, Zurich, Switzerland, July 25-28, 2010.

8. N. Gal-OzS, N. GilboaPD and E. GudesC, "Schemes for Privately Computing Trust and Reputation",  The 4th Joint iTrust and PST Conferences on Privacy, Trust Management and Security (IFIPTM’/10), pp. 1-16, Morioka, Iwate, Japan, June 14-18, 2010. 
9. S. DolevC, N. GilboaPD, M. KopeetskyC, G. PersianoC and P. SpirakisC, "Information security for sensors by overwhelming random sequences and permutations", DIALM-PODC 2010, The Sixth ACM SIGACT/SIGMOBILE International Workshop on FOUNDATIONS OF MOBILE COMPUTING, pp. 43-48, Cambridge, Massachusetts, Usa, September 16th, 2010. 
10. S. DolevC, J. GarayC, N. GilboaPD and V. KolesnikovC, "Secret Sharing Krohn-Rhodes: Private and Perennial Distributed Computation", Second Annual ACM Innovations in Computer Science 2011, pp.  32-44, Beijing, China, January 7-9, 2011.
11. O. HermoniS, N. GilboaPD, E. FelstaineC, Y. EloviciC, S. DolevC, "Rendezvous Tunnel for Anonymous Publishing: Clean Slate and Tor Based Designs", SSS 2011, pp. 223-237, 2011.

12. S. DolevC, N. GilboaC and O. Hermoni, "Brief Announcement: Arbitrators in the Security Infrastructure", SSS 2012, pp. 236-238, 2012.

13. S. DolevC, N. GilboaC and M. KopeetskyC, "Permanent Revocation in Attribute Based Broadcast Encryption", CyberSecurity 2012, pp. 203-208, 2012.

14. S. DolevC, J. GarayC, N. GilboaC, V. KolesnikovC, Y. YuditskyS, "Towards Efficient Private Distributed Computation on Unbounded Input Streams - (Extended Abstract)", ACNS 2013, pp. 69-83, 2013.

15. N. GilboaC and Y. IshaiC, "Distributed Point Functions and their Applications", Eurocrypt'14, 00. 640-658, 2014.



(d)  
Refereed articles and refereed letters in scientific journals
1. S. ShitritS, N. GilboaC, E .FelstainePI, O. HermoniS, "Anonymity Scheme for Interactive P2P Services", Special Issue on Ad Hoc and Ubiquitous Computing of Journal of Internet Technology, Vol.10 No.3 (2009/07), pp. 299-312, 2009, (IF = 0.481, JR = 104/132, Q4, NOC = 3).

2. E. FelstainePI, E. ChaiS, N. GilboaC, A. ElishaS, "Distributed Flow Detection over Multi Path Sessions", Computer Communications, Volume 33, Issue 7, 3 May 2010, pp. 816-827, Elsevier, 2010, (IF = 1.079, JR = 35/78, Q2, NOC = 0).

3. S. DolevC, N. GilboaPD, M. KopeetskyC, G. PersianoC, Paul G. SpirakisC, "Information security for sensors by overwhelming random sequences and permutations", Ad Hoc Networks 12  (2014), pp. 193-200, 2014, (IF = 1.456, JR = 21/78, Q2, NOC = 5). Citations are to a digital version that has been made available by the publisher since 2011and refer to the paper as being "in press".
4. S. DolevC, N. GilboaC and M. KopeetskyC, "Efficient Private Multi-Party Computations of Trust in the Presence of Curious and Malicious Users", Journal of Trust Management, Springer, accepted for publication, (IF = N/A = N/A, NOC = N/A).

5. O. HermoniS, N. GilboaC, E. FelstaineC, Y. EloviciC, S. DolevC, "Rendezvous Tunnel for Anonymous Publishing", Journal of Peer-to-Peer Networking and Applications accepted for publication, (IF =0.365, JR = 67/78, Q4, NOC = N/A).


IF = Impact factor


JR = Journal ranking


Q = quartile


NOC = Number of citations



(f)
Unrefereed professional articles and publications
1. 
B. ChorC, N. GilboaS and M. NaorC, "Private Information Retrieval by Keywords", Technion technical report TR CS0917, 1997, (NOC=132).
2. C. BlundoC, A. De CaroC, S. DolevC, N. GilboaPD, M. KopeetskyC, G. PersianoC, P. SpirakisC, "Innovative approaches for security of small artefacts", Computer Science Review 5(1), pp. 47-55, 2011.

• Lectures and Presentations at Meetings and Invited Seminars 


(a)
Invited plenary lectures at conferences/meetings
1. 2013, "Broadcast encryption – an overview", in 2nd TCE summer school in the Technion, program and abstracts can be accessed in http://events-tce.technion.ac.il/2nd-tce-summer-school/2nd-summer-school-program/. 

• Patents


1. Y. Shapira, D. Shohat, M. Zezak and N. Gilboa, "Virtual private network mechanism incorporating security association processor", US patent US7107464 B2, filing July 10 2001, publication September 12, 2006.
2. D. Buffa, A. Bragagnini, N. Gilboa, P. Pellegrino, Z. Sadan, L. Scevola and D. Shohat, "Method and system for secure communication between a public network and a local network," European Patent PCT/EP2005/014141, Issued July 12, 2007, US patent US8274979 B2, filing December 30, 2005, publication September 25,2012..

3. N. Gilboa, "Method and system for operating a telecommunication device using a hash table in particular for protecting such device from attacks", publication numbers US8185559 B2, WO2008049450 A1, U.S., European Union, filing October 2006, publication May 22, 2012.
4. S. Dolev, N. Gilboa, M. Kopeetsky, "A method for attribute based broadcast encryption with permanent revocation", application no. IL12/000315, WO 2013027206, PCT, Aug. 2011.

5. S. Dolev, N. Gilboa, O. Hermoni, "Digital arbitration", USA patent pending, application no. 13/648,787.


• Research Grants 
1.  2012, A. CohenPI, S. DolevPI and N. GilboaCI, funding agency: Magnet Consortium, Cabarnit Cyber security project, subject: "Identifying Control Channels via Timing and Sensor Fusion", 300000 NIS ($85000).

2. 2012, S. DolevPI and N. GilboaPI, "funding agency: the Technion Institute for Future Defense, 80000 NIS ($23000).

3. 2012-2014, A. CohenCI, S. DolevPI and N. GilboaPI, funding agency: the Internet Society of Israel, subject: "Deterring attacks and fraud in the digital world", 100000 NIS annually ($28333), total of 300000 NIS ($85000).

4. 2013-2014, S. DolevPI, N. GilboaPI and D. BrownsteinS, funding agency: the Ministry Of Science and Technology Cyber Program, student grant for Dan Brownstein, subject: "Deterring attacks against critical infrastructure", 25000 NIS annually ($7100), total of 50000 NIS ($14200).

5. 2014-2015, N. GilboaPI and R. ValskyS funding agency: the Ministry Of Science and Technology Cyber Program, student grant for Ram Valsky, subject "Compressing additively homomorphic encryption schemes", 35000 NIS annually ($10000), total of 70000 NIS ($20000).

6. 2014, A. CohenPI and N. GilboaPI, funding agency: Magnet Consortium, Cabarnit Cyber security project, subject: "Identifying Control Channels via Timing and Sensor Fusion", 240000 NIS ($68500).

7. 2014-2016, N. GilboaPI, funding agency: the Ministry Of Science and Technology Cyber Program, subject: "Dynamic protection of content", 100000 NIS annually ($28500), total 300000 NIS ($85000).

PI – Primary Investigator
CI – Collaborative Investigator

S – Student 

• Present Academic Activities


Research in progress
1. Subject: "Deterring attacks", partner: Prof. Shlomi Dolev, CS dept., BGU. Expected date of completion: late 2014.

2. Subject: "Securely distributing function families", partner: Prof. Yuval Ishai, CS dept., Technion. Expected date of completion: 2015.
3. Subject: "Practical database supporting private queries". Expected date of completion: 2015.
4. Subject: "Neurometric authentication", Partners: prof. Joseph Tzelgov and Prof. Avishai Henik, Dept. of Psychology, BGU. Expected date of completion: 2015.
5. Subject: "Improved PIR methods". Expected date of completion: 2015.
6. Dynamic protection of content. Expected date of completion: 2016.



Books and articles to be published 




In preparation:



Submitted for publication (indicate journal)
1. S. DolevC, J. GarayC, N. GilboaC and V.KolesnikovC "Perennial, Secure and Distributed Computation", submitted to Distributed Computing.
2. S. DolevC, J. GarayC, N. GilboaPD and V. KolesnikovC, "Secret Sharing Krohn-Rhodes: Private and Perennial Distributed Computation", submitted to Journal of Computer and System Sciences.
3. S. DolevC, J. GarayC, N. GilboaC, V. KolesnikovC, Y. YuditskyS, "Towards Efficient Private Distributed Computation on Unbounded Input Streams", Journal of Mathematical Cryptology. 
