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Abstract

Quorums are a basic construct in solving many fundamental distributed computing problems.
One of the known ways of making quorums scalable and efficientis by weakening their intersec-
tion guarantee to being probabilistic. This paper exploresseveral access strategies for implementing
probabilistic quorums in ad hoc networks. In particular, wepresent the first detailed study of asym-
metric probabilistic bi-quorum systems and show its advantages in ad hoc networks. Such an asym-
metric construction of probabilistic bi-quorum systems isalso useful for other types of networks
with non uniform access costs (e.g, peer-to-peer networks). The paper includes both a formal anal-
ysis of these approaches backed up by an extensive simulation based study. In particular, we show
that one of the strategies that uses Random Walks, exhibits the smallest communication overhead,
thus being very attractive for ad hoc networks.

Keywords: Wireless Ad Hoc Networks, Quorums Systems, Random Walks, Location Service, Dis-
tributed Middleware

1 Introduction

Quorumsare a basic construction in many distributed systems. They can be used as building blocks (or
at least as a design pattern) in solving various fundamentalproblems such as Consensus [25], distributed
dictionaries and location services [20], distributed storage [4, 48], etc. While most implementations of
quorum systems are deterministic, some works have suggested the use of probabilistic quorums as a way
of improving their resilience, efficiency, and scalability[50].

The idea behind quorums is that they ensure intersection between subsets of nodes. The intersection
property enables maintaining consistency of actions takenby nodes of a distributed system. This is
achieved by contacting a quorum of nodes before taking an action that could change the state of the
system, or before completing operations that might conflictother operations. This ensures that any two
such actions are seen by at least one common node, which enables the detection and elimination of
conflicts.

In ad-hoc networks [66], location services are one of the most important services for many of the
envisioned applications, as they enable users to find information and services stored by others. As
discussed in [20], a very large percentage of location services are based on bi-quorums, whether they are
built explicitly or implicitly as part of the overall solution. Recently, there have been several attempts

∗A shorter preliminary version of this paper appeared in the 38th IEEE International Conference on Dependable Systems
and Networks, June 2008.
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to solve Consensus and distributed storage in ad-hoc networks, e.g., [13, 16, 45]. As mentioned before,
these also require quorums.

In this paper we investigate the implementation of scalableprobabilistic quorums in ad-hoc net-
works. Ad-hoc networks are unique, compared to wired networks, in several aspects. In wireless ad-hoc
networks, routing and flooding are extremely expensive. Hence, applications and services developed for
these networks should avoid multiple hop routing and flooding as much as possible, and instead aspire
to rely solely on local one-hop message exchanges. The dynamic nature of ad hoc network (caused by
churn and nodes mobility) makes the usage of strict deterministic quorums highly costly. Therefore, for
the sake of scale and efficiency, we relax the requirements ofthe quorum system to probabilistic ones,
similar to [50].

One could potentially use geographical knowledge for construction of quorum systems in ad hoc
network (e.g., [42, 64]). However, as GPS and other accuratepositioning techniques may not always be
available, and since the network’s boundaries are not always known, in this paper we look for quorum
systems that do not rely on geographical knowledge.

Contributions of this work. A central contribution of this work is the introduction of the firstasym-
metric probabilistic bi-quorum system. Specifically, in previousworks, e.g., [44, 45, 50], accesses to
all quorums of a probabilistic bi-quorum system are performed using the same access strategy.1 In that
respect, all previously known probabilistic bi-quorum systems aresymmetric. In particular, we prove a
“mix-and-match” lemma, showing that it is possible to combine different access strategies (and differ-
ent quorum sizes) and still obtain intersection with a desired probability. This is an important enabling
result for implementing probabilistic bi-quorum systems in any network in which the access cost is non-
uniform, such as ad-hoc networks and peer-to-peer networks[23, 46]. This is because in a network with
non-uniform communication cost, accessing a random set of nodes means having to contact at least some
far away (or “expensive”) nodes on each quorum access. Our result shows that in fact only one type of
quorum access (e.g., advertise or update) needs to be “expensive”, while the other (e.g., lookup or read)
can be optimized to only access the closest (or “cheapest”) nodes. Specifically, we demonstrate that
such asymmetric bi-quorum systems indeed offer superior performance compared to symmetric ones in
ad hoc networks.

Another contribution of our work is the orderly introduction and study of several schemes for ac-
cessing probabilistic quorums in ad hoc networks. We study the performance of the proposed schemes
both analytically and by simulations. In particular, one ofthe schemes we investigate is based on random
walks (RW). The use of RWs in wireless ad hoc networks has beenpreviously proposed to solve various
problems such as membership construction [17, 9], reliablemulticast [17], routing [62] and querying [6].
RWs are attractive for ad hoc networks since they require neither multi-hop routing nor broadcasting,
which are expensive in ad hoc networks [9]. Also, they offer fine grain control over the communication
overhead as well as early halting capabilities, as elaborated later in this paper.

Additionally, we provide a number of useful formal results about random walks in random geometric
graphs. First, we provide a novel result about apartial cover time (PCT)of RWs in random geometric
graphs. We were able to show that covering a sub-linear fraction of nodesi takes a number of RW steps
that is linear ini. In addition, we provide a definition of thecrossing timeof RWs and a lower bound
on the crossing time in random geometric graphs. To capture the reliability of the quorum systems in
dynamic environments we present a new metric, calleddegradation rate. These results help us reason
about the costs and benefits of the various access strategies, as well as complete bi-quorum systems.

All our results are validated through an extensive simulation study, carried on the JIST/SWANS
simulator from Cornell2, which models mobility, collisions, and signal propagation, and implements the
entire 802.11 MAC.

1In [44, 45], the authors use the term “asymmetric probabilistic quorums”, however the asymmetry in [44, 45] refers to
different quorum sizes and not different access strategies.

2http://jist.ece.cornell.edu/
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Paper’s road map. For methodological reasons, we first present the basic concepts of probabilistic bi-
quorum systems and the various access strategies, and only then turn to the mix-and-match lemma and
the simulations based evaluation. Specifically, we start byintroducing some preliminaries and system
model in Section 2. Section 3 describes the metrics used to evaluate Quorum Systems. In Section 4 we
present a number of general strategies for accessing a single quorum. We then show in Section 5 how
to mix those strategies and implement several different probabilistic ǫ-intersecting quorum systems and
discuss their properties analytically. Quorum maintenance in the face of churn and mobility is discussed
in Section 6 and certain optimizations of the basic access strategies are discussed in Section 7. Section 8
presents the simulation study. We discuss related work in Section 9 and conclude with a discussion in
Section 10.

2 Preliminaries

2.1 Quorums and Bi-Quorums

Intuitively, a quorum system is a set of subsets such that every two subsets intersect. Moreover, a bi-
quorum system consists of two sets of subsets such that each subset in one set intersects with each
subset in the other set. Below, we provide a formal definitionof these notions, following the works
of [21, 24, 30, 54].

Definition 2.1 (Set System). A set systemS over a universeU is a set of subsets ofU .

Definition 2.2 (Quorum System). A quorum systemQ over a universeU is a set system overU such
that for anyQ1, Q2 ∈ Q, Q1 ∩ Q2 6= ∅.

Definition 2.3 (Bi-quorum System). A bi-quorum systemQ over a universeU is a couple of set systems
(Q1,Q2) such that for anyQ1 ∈ Q1 andQ2 ∈ Q2, Q1 ∩ Q2 6= ∅.

In this work we focus on bi-quorums. We will also refer to themhere aslookup andadvertise
quorums given that bi-quorums are often used in conjunctionwith lookup and advertise operations.3

However, the discussion applies the same for any bi-quorum system.
A data discovery service as well as any distributed dictionary can be implemented using an adver-

tise/lookup quorum system as follows: Publishing a data item is implemented by contacting all members
of a singleadvertise quorum and having them store the information. Looking up thedata is per-
formed by contacting alookup quorum. The intersection between anyadvertise quorum and any
lookup quorum ensures that if a data item has been published, it willbe found by the lookup operation.

2.2 Probabilistic Quorums

In probabilistic quorums[50], a quorum system is not fixed a-priori, but is rather picked in a probabilistic
manner for each interaction with the quorum system. For example, in the case of bi-quorums, such as
lookup/advertise quorums, it is ensured that each (randomly selected)lookup quorum intersects with
every (randomly selected)advertise quorum with a given probability.

2.3 Ad Hoc Network System Model

Consider a wireless network comprising a finite set of nodesV , located arbitrary in the plane. A node
in the system is a device owning an omni-directional antennathat enables wireless communication. Let
Xi for i = 1, 2, . . . , |V | denote the location of the nodes. For simplicity, we also useXi to refer to the
ith node itself. We denote by|Xi − Xj | the Euclidian distance between nodeXi and nodeXj .

3We discuss implementing read/write registers via quorums in Section 10.
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Communication model. We consider two possible models for a successful reception of a transmission
over one hop, which are commonly used in the literature [27, 39].

The Protocol model.In this model, each nodeXi is associated with a specific transmission rangeri. A
transmission fromXi is received successfully byXj if and only if |Xi − Xj | ≤ ri and for every other
simultaneously transmitting nodeXk, |Xk − Xj | ≥ (1 + △)rk. △ > 0 is the interference parameter.
To simplify the analysis, we assume that all transmission ranges are the same: for eachXi ∈ V, ri = r.

The Physical model.Let T ⊆ V be the set of nodes simultaneously transmitting at some timeinstant,
and denote byPk the transmit power of nodeXk ∈ T . The transmission from nodeXi is received
successfully byXj if and only if

Pi

|Xi−Xj |α

N0 +
∑

Xk∈T ,Xk 6=Xi

Pk

|Xk−Xj |α
≥ β

In this model, a minimum signal-to-interference-plus-noise ratio (SINR) ofβ is necessary for suc-
cessful reception. The ambient noise power level is denotedN0 and the signal decays deterministically
with distancer as1/rα. As typical to this model, we assume thatα = 2. In our simulations, we use
homogeneous transmit powers: for eachXi ∈ V, Pi = P .

Theoretical Graph model. We carry all our analysis in the protocol communication model, which
greatly simplifies the formal analysis, without affecting the access strategies. In addition, all our results
are validated by a simulation study, performed in the more realistic physical model, (which includes
a realistic signal propagation model, signal interference, distortions, background noise, unidirectional
links, etc.), as elaborated in Section 2.4.

In the protocol communication model, all nodes that are located within the transmission ranger of
a nodeXi form the set ofXi’s potential neighbors. The combination of the nodes and theneighborhood
relations forms a wireless ad hoc network. The resulting network connectivity graphG = (V,E) is a2-
dimensionalUnit Diskgraph, in whichn nodes are embedded in the surface of a unit torus4, and any two
nodes within Euclidean distancer of each other are connected. When the nodes are placed uniformly
at random on the surface the resulting graph is known as aRandom Geometric Graph(RGG) [58] and
is denoted byG2(n, r). Specifically, theG2(n, r) graph is often used to model the network connectivity
graph of 2-dimensional wireless ad hoc networks and sensor networks [26, 27].

We assume that nodes do not know their position and we do not use any geographic knowledge.
Yet, each node knows all of its temporal direct potential neighbors (nodes with which it can currently
communicate directly). This can be implemented, e.g., by a simple heartbeat mechanism that is present
in any case in most routing protocols in ad hoc networks [33].In addition, a node can communicate with
its non-direct neighbors (if exist), if other nodes agree torelay its messages.

New nodes may join and existing nodes may leave the network atany time, either gracefully or by
suffering a crash failure. Nodes that crash or leave the network may rejoin it later. The rate at which
nodes join and leave the system in known as thechurn rateof the system. We assume that the network
remains continuously connected.

2.4 Simulations Setup

Our simulations were performed using the JiST/SWANS simulator [67] from Cornell university, which
is a discrete event based network simulator that includes anaccurate model of a full networking stack.
All simulation parameters are summarized in Figure 1.

The signal interference model was RadioNoiseAdditive, which is based on a cumulative noise com-
putation with SINR and capture effect. This is equivalent tothe Physical model of successful reception

4In practice, the network is flat rather than a torus. However,this does not affect the access strategies, but greatly simplifies
the formal model. At any event, our simulations are carried on a flat topology with a physical reception model.
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Figure 1: Simulation parameters

and is also identical to the interference model used in Glomosim and NS2 version 2.33 simulators (refer
to [40] for more details). The ideal reception range, without any collisions, was set to 200m and the
average number of neighbors,davg, ranged from 7 to 25 in various simulations (defaultdavg = 10).
This was achieved by scaling the area size according toa2 = πr2n

davg
and resulted in all networks being

connected (according to the connectivity result of [26],davg should beπr2n = C ln n, for C > 1 and
in our casedavg = 7 boundedC ln n for all n’s we used). The nodes were placed at uniformly random
locations in a square plane. All simulations were performedon networks of 50, 100, 200, 400 and 800
nodes.

The multi-hop routing protocol used for accessingRANDOM quorum is AODV. The mobility pat-
tern was the Random Waypoint model with different speeds. The default speed of movement ranged
from 0.5-2 m/s, which corresponds to slow and fast walking speeds, and an average pause time of 30s.

3 Quorum Systems Metrics

Any implementation of a probabilistic quorum system can be analyzed according to the following quality
measures [50]:
Intersection probability: Probabilistic quorum systemQ is anε-intersecting if the probability of any
pair of quorums to intersect is at least1 − ε.
Formally: LetQ be a set system, letw be an access strategy forQ, and let0 < ε < 1 be given. The
tuple 〈Q, ε〉 is anε-intersecting quorum system ifPr[Q ∩ Q

′ 6= ∅] ≥ 1 − ε, where the probability is
taken with respect to the strategyw.
Access cost:The cost (in messages) of accessing a quorum.
Load: The request load on a single node. The target is to balance therequest load equally between the
nodes.
Failure resilience: The resilience of the quorum system to failures. It is measured by two parameters:
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1) Fault toleranceof a quorum systemQ is the size of the smallest set of nodes that intersects
all quorums inQ (i.e., the minimal number of nodes whose crash will leave thesystem without any
quorum). As shown by [50], the fault tolerance of a probabilistic quorum system of sizek

√
n is n −

k
√

n + 1 = Ω(n). In an ad hoc network it is also required that the quorum nodesform a connected
graph (see Section 6 for an elaborative discussion on connectivity of ad hoc networks).

2) Failure probabilityof a quorum system is the probability that the system becomesdisabled when
individual nodes crash independently with a fixed probability p. As shown by [50], the failure probability
of a probabilistic quorum system of sizek

√
n is e−Ω(n) for all p ≤ 1 − k√

n
. Again, in ad hoc network,

quorum nodes must also form a connected graph.
Failure resilience refers to the resilience of the whole quorum system to failures, rather than the

resilience of a single quorum. As long as the entire quorums system has not failed, a new live quorum
can be found. But it does not say anything about the liveness or a chance of survival of a previously
accessed quorum. Therefore, failure resilience is not enough to measure the resilience of a dynamic
quorum system. For this reason we introduce the following novel measure:
Degradation rate: The rate of change in the intersection probability, as a function of network churn.
For probabilistic quorums, this metric translates to the probability that two quorums accessed at dif-
ferent times will intersect despite the fact that between these two accesses some nodes have crashed
or new nodes have joined. Hence, degradation rate captures the resilience of a single quorum in the
face of dynamic changes. The degradation rate helps determining when should the quorum system be
reconfigured, or refreshed, in order to recover from failures, node departures and joins.

4 Quorum Access Strategies

An access strategydefines the way in which a client trying to access a probabilistic quorum propagates
its requests. The access strategy may impact all the measures of a quorum system we presented above.
In a bi-quorum system, it is possible to mix and match betweenthe access strategies used for lookup
quorums and those used for advertise quorums based, e.g., onthe relative frequency of requests of each
type. We now present several such access strategies.

In this work we focus on three main strategies:RANDOM, PATH andFLOODING. RANDOM
simply accesses a set of random, uniformly chosen nodes.PATH is a Random Walk, which traverses the
network graph until it covers a sufficient set of different nodes. FLOODING performs a limited scope
flooding of the network, which covers a set of different nodes.

In addition, we consider a number of significant optimizations, which can turn some of the strategies
even more appealing. The main novelty of our approach is an ability to mix those strategies in different
ways, achieving various tradeoffs discussed below. More specifically, we show that in order to construct
probabilistic quorum systems, some quorums can be accessedby optimized, non-random strategies.
This is in contrast with the previous methods [45, 50], whichused aRANDOM strategy to access every
quorum.

Figure 2 provides a summary of the asymptotic costs and qualitative properties of various access
strategies, for general networks and for Random Geometric Graphs. We elaborate on each of the strate-
gies and the corresponding entries in the table below. The first line refers to the type of accessed nodes:
random uniform or arbitrary. The second and third lines capture the cost (the number of messages) to
access|Q| nodes. Number of lookup replies refers to whether multiple redundant replies will be sent in
the response for a lookup access and early halting refers to the ability to stop the lookup operation the
moment the looked-up object is found, without the need to access the full quorum. We now turn to the
details.

6
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Figure 2: Asymptotic and qualitative comparison of different access strategies, for general networks and
for Random Geometric Graphs.

4.1 RANDOM

In this method, a quorum (be itlookup or advertise ) is simply any random, uniformly chosen, set
of nodesQ. We consider two implementations to access such a random set.

Membership Service based Implementation. If a full membership is available (it can be obtained
through a standard membership service [15], implemented, e.g., by every node occasionally flooding
the network with its id), a node can simply randomly select node ids from its membership list. Alterna-
tively, nodes can utilize a random membership service for adhoc networks, such as RaWMS [9], which
provides every node with a set of uniform-randomly chosen node ids.

Once nodes’ ids for a given quorum have been fixed, accessing this quorum can be done by sending
a message to each of these nodes through unicast routing. Fora quorum of size|Q| we need to send
messages to|Q| nodes. Thus, at the application level, the cost is|Q|. However, since we are operating
over ad hoc networks, the true number has to take into accountthe cost of multi-hop routing, which
includes both the cost of using the routes and establishing the routes. In the general case, the cost of
using the route isΘ(|Q| · Diameter), while Diameter denotes the diameter of the network.

Cost in Random Geometric Graphs.It is well known ([26]) that the diameter of a random geometric
graph with transmission ranger is Θ (1/r) and the minimalr to guarantee network connectivity is

Ω(
√

lnn
n ). Thus, assuming the nodes are uniformly distributed, the price of accessing a quorum of this

type is

Θ (|Q| · Diameter) = Θ (|Q| · 1/r) = O

(

|Q|
√

n

ln n

)

When|Q| = Θ(
√

n), the cost isO( n√
ln n

).
As for the cost of establishing the routes, it is hard to predict analytically. This cost also depends on

routes reuse. In slow moving ad hoc networks with low churn rate, it is best to reuse the same quorum
between consecutive invocations as long as all its members are reachable. This amortizes the initial
route discovery cost over several requests.

Direct Sampling based Implementation. If no membership service exists, a quorum can be picked
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directly by using a sampling service. One possible implementation of a random uniform sampling
service for ad hoc networks based on random walks (RWs) is described in [9]. Generally, RWs sample
nodes in a non-uniform manner, proportionally to nodes’ degrees. To provide uniform samples, the
sampling algorithm in [9] utilizes a special form of RW, called a Maximum Degree RW (MD RW).
Every uniform sample is obtained by a single MD RW, whose length equals the network mixing time.

Using this method, theRANDOM quorum can be accessed directly by starting an appropriate num-
ber of Maximum Degree RWs every time a quorum should be accessed. The data item is then published
(or looked for) at the end node. Since two or more RWs may end inthe same node, then for a quorum of
size|Q|, we may need more than|Q| RWs. However, for similar arguments as in the birthday paradox,
as long as|Q| = O(

√
n), the chance of such collisions are very small. Hence, no morethan|Q| RWs are

needed (for a more precise analysis refer to [9]). As a result, the cost of accessing aRANDOM quorum
by this method isΘ(|Q| · Tmix), while Tmix denotes the network graph mixing time.

Cost in Random Geometric Graphs.The mixing time of a MD RW in Random Geometric Graphs was
studied in [9] and was found to be approximatelyn/2. Thus, the total communication complexity of
accessing a quorum of sizeΘ(

√
n) in this way isΘ(n

√
n). Yet, here we never invoke routing.

4.2 PATH

Another way to pick a quorum is by performing a singleSimple Random Walk (RW), which traverses
the underlying network graph until it visits|Q| different nodes. Naturally, the size of the quorum,|Q|,
should be set such as to guarantee the intersection propertyof the quorum system. At every step, the
RW picks one of the neighbors of a current node at uniformly atrandom and moves to this neighbor. In
addition, the RW counts the number of distinct nodes it has visited. This can be implemented, e.g., by
storing the list of all visited nodes in the RW header. Another way to implement it is for every node to
store the last hop of every RW that passes through it. Since wetarget at using short RWs (in the order
of

√
n), the list of visited nodes in the header does not introduce asignificant additional communication

overhead.
The biggest advantage of a RW is that it does not require multiple-hop routing. In addition, the

RW implementation does not assume anything about the properties of the underlaying network graph
(aside from being connected). RW simply proceeds until a required number of distinct nodes has been
encountered. However, RW can generally revisit the same nodes more than once and may even include
loops. In order to estimate the efficiency of the RW based method, we must estimate the average number
of steps that takes a RW to visiti different nodes.

The number of steps required for a simple RW to visiti different nodes is called thePartial Cover
Timeand is denoted byPCTG(i) (for a given graphG). Formally, for v ∈ V , let PCTv(i) be the
expected number of steps needed for a simple random walk starting atv to visit i distinct nodes inG,
and the partial cover time ofG is PCTG(i) = maxv PCTv(i). Thecover time, CG, of G is the expected
time to visit all nodes inG, i.e.,CG = maxv PCTG(n).

PCT of Random Geometric Graphs. It is already known that for Random Geometric GraphsG2(n, r)
and0 ≤ c < 1, PCTG(cn) ≤ O(n) [6] and the full cover time (c = 1) is PCTG(n) = O(n log n) [7].
We now extend the result of [6] to achieve a tighter bound on covering a sub-linear number of nodes.

The below theorem establishes a novel result about partial cover time of random geometric graphs:
coveringt = o(n) different nodes inG2(n, r) is linear int.

Theorem 4.1. Let t = o(n). For c > 1, if r2 ≥ c8 log n
n , thenw.h.p.for G2(n, r)

PCTG(t) ≤ 2αt

where, for large enoughn, α is a constant not depending onn.
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Figure 3: RW Partial Cover Time - Number of RW steps required to visit unique nodes. UNIQUE-RW
almost never revisits nodes (for a small number of visited nodes).

Proof idea. The detailed proof is deferred to the Appendix. It is based onbounding the expected
number of visits to each node during the walk of lengtht = o(n) by a constantα not dependant onn
and then showing that the number of distinct nodes visited bythe RW of this length is at leastt/(2α).

Theorem 4.1 establishes an asymptotic result, without specifying the exact constants. Therefore,
we have performed an empirical study of the partial cover time. Figure 3 depicts simulation results
for the number of different nodes visited by a single RW (andUNIQUE-PATH RW explained below),
for different network sizes, densities and quorum sizes. Inthese runs, performed on the same setting
as reported in Section 2.4, we run a RW until it visits a fixed number of different nodes and count
the number of required steps (averaging across multiple RWsand runs). According to Figure 3(a),
for example, withn = 800, in order to visit

√
800 = 28 nodes, a simple RW has a length of45, thus

PCTG(
√

n) = 1.6
√

n. For smaller networks, the same constant of1.6 is enough:PCTG(
√

n) ≤ 1.6
√

n
for any n ≤ 800. Actually, PCTG(i) for even larger values ofi is still linear in i. For example, for
n = 100, PCTG(50) = 127, thusPCTG(n/2) ≈ 1.3n.

Figure 3(b) depicts the influence of a network density onPCTG . Intuitively, in sparse networks RW
is expected to revisit the same nodes more often, since it hasless choices at every step. On the other hand,
a dense network, in which every node has a very large amount ofneighbors, may resemble a complete
graph. A complete graph is known to have a very smallPCT (for example,PCTcomplete(n/2) =
ln(2)n ≈ 0.69n on a complete graph, which can be shown by a simple balls and bins argument, [56]).
Note that the sparsest network that is still connected has 7 neighbors on average. Less than 7 neighbors
resulted in disconnected networks with multiple partitions in almost all our simulations, as also predicted
by [26]. Even in this network,PCTG(

√
n) = 2.5

√
n, for n = 400.

When implementing lookup operations,PATH quorums have the following advantage: whenever the
searched data has indeed been published, the RW is likely to find the advertisement before visiting all
|Q| nodes. In this case, calledearly halting, a reply can be returned immediately and the RW is stopped.
This reduces the communication overhead of lookups. As we show in Section 8, early halting usually
halves the length of the RW.

4.3 UNIQUE-PATH

An optimization of thePATH strategy is to perform the RW in a way that avoids visiting thesame nodes
more than once, also known as aself-avoidingRW [49]. That is, at every step, a RW picks at random
one of the neighbors of a current node that has not been visited yet and moves to this neighbor. In a rare
event that all the neighbors of a current node have been visited by the RW, an arbitrary random neighbor
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is chosen (as in a simple RW).
A self-avoiding RW is expected to have a smaller partial cover time than the simple RW, since more

different nodes are visited by the same number of steps. We have empirically explored the covering
properties of a self-avoiding RW. As can be seen from Figure 3, empirically, indeedUNIQUE-PATH
almost never revisits a node (at least for|Q| = O(

√
n)). As opposite to the simple RW, the self-

avoiding RW is almost not affected by the network density. Even at the sparsest network of 7 neighbors,
PCTG(60) = 70, for n = 400. This comprises the biggest advantage of theUNIQUE-PATHstrategy.

In addition, note that theUNIQUE-PATH strategy incurs the same communication bit-complexity
as the simplePATH. This is since we need to remember the ids of the visited nodesin the RW message
header anyway, to count the number of different visited nodes in order to make sure the correct number
of quorum nodes have been accessed.

If the quorum system is to be used for a location service (or any other service that requires quorum
nodes to reply to the originating node) the node that stores the location information has to send back a
reply, specifying the actual location. IfPATHor UNIQUE-PATHare used, it would be more beneficial to
send the reply back on the reverse path of the RW instead of invoking a costly routing to send the reply.
Additional RW related optimizations and implementation details are described in Sections 6 and 7.

4.4 FLOODING

Another way to access a quorum is by flooding. Since in the general case flooding will reach all network
nodes, which might not be necessary, alimited scope floodingcan be used instead. That is, the request
is broadcasted from a given node to all its neighbors with a given Time-To-Live (TTL). Each neighbor
that receives the request for the first time decreases the TTLby one, and if the result is larger than 0,
rebroadcasts the message to its neighbors, etc. All nodes that receive the message are members of the
quorum. FLOODING can also be used to implementadvertise quorums, by flooding the whole
network and every node picking to take part in theadvertise quorum with probability|Q|/n. To
prevent multiple simultaneous broadcast transmissions from colliding, we use a random jitter ([36]) of
10 millisecond, as suggested in [11].

The biggest challenge of usingFLOODING is how to set the TTL in order to ensure that the message
is received byk nodes, for a givenk. The amount of nodes covered by flooding directly depends
on the network topology and network density. Here we suggest2 possible implementations. First
implementation is based on the explicit assumption that thenodes are uniformly distributed over the
network and the average density is known (this holds, e.g., in mobile networks with random movement
pattern). In such a case, the value of the TTL can be theoretically approximated.

However, if the topology is different or the density is unknown or may change unpredictably, a dif-
ferent implementation strategy, termedexpending ring, can be used (widely used in the reactive routing
protocols in MANET [11]). According to this strategy, the originating node starts a series of floodings
with increased TTLs. In every round, the originating node should estimate the amount of accessed nodes
and continue until roughly|Q| different nodes have been accessed. The counting can be implemented
by nodes sending back acknowledgements. In order to reduce the excessive amount of acks a number
of techniques can be used. One such technique combines the acks from different nodes along the ack
reverse path. Another technique is for nodes to ack probabilistically and for the originating node to esti-
mate the amount of accessed nodes based on the number of received acks and the reply probability. The
expending ring is a robust implementation that ensures thatthe required number of nodes are accessed
on any topology. This robustness however comes at the increased communication cost.

The main drawback of flooding is the inability to have a fine grain control over the exact number
of nodes that receive the message (this is a shortcoming of both techniques described above). This is
captured by the notion ofcoverage granularity(CG). Coverage granularity measures the difference in
the flooding coverage when increasing the TTL by one. That is,CG(i) = Ni

Ni−1
, whenNi is the expected
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(a) Flooding Coverage, average 10 neighbors
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(b) Flooding Coverage,N = 800
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(c) Coverage Granularity, average 10 neighbors
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(d) Coverage Granularity,N = 800

Figure 4: Flooding Coverage for varying network sizes and densities. (a) and (b) Number of nodes
covered by flooding as a function of TTL. (c) and (d) Coverage Granularity: CG(i) = Ni

Ni−1
. Flooding

has highCG for small (effective) TTLs.

number of nodes that are covered by flooding with TTLi [38]. N1 = 1 (only the originating node). A
smallCG allows a more adaptive flooding, that adjusts to varying densities and failures, for example by
increasing theTTL by one in the expended ring implementation. Figure 4 depictssimulation results of
TTL influence on the flooding coverage. We can see the substantial growth in the number of covered
nodes, when increasing TTL.CG(3) is always above 2,CG(4) andCG(5) is between 1.75 and 1.25 for
different network sizes. When varying network density,CG is approximately the same for all densities
and is around 1.75 for TTL 4. Such a big flooding coverage granularity impedes its efficient use.

An additional disadvantage ofFLOODING is that it does not posses theearly halting property
- there is no way to stop the flooding from expanding, before the TTL expires. Another drawback for
location services is the numerous number of replies that will be sent back to the starting node, which also
increases the communication cost. Last but not least, broadcasting in wireless networks has a number
of network level disadvantages. For example, in 802.11 WiFinetworks [35] broadcasting is less reliable
since nodes do not acknowledge broadcast messages; broadcasts are usually sent at the lowest possible
rate of 1 or 2 Mbps since low rates enable a better signal capture, which is especially important due to the
lack of acks; broadcast is less energy efficient than sendingpoint-to-point messages: the 802.11 MAC
PSM protocol can put nodes to sleep, which can significantly save energy. However, PSM is disabled
when nodes communicate by broadcasts.
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Figure 5: Asymptotic comparison of combinations of different access strategies for a target quorums
size|Q| = Θ(

√
n), for Random Geometric Graphs.

4.5 RANDOM-OPT Access Strategy

Yet another way to access a quorum is by optimizing theRANDOM strategy. As discussed above,
RANDOM either utilizes routing or sampling. In both cases,RANDOM strategy sends messages that
pass through intermediate nodes, without making an efficient use of these nodes. On the other hand,
RANDOM-OPTstrategy adds these intermediate nodes to the quorum.

Whenever a quorum access message passes through an intermediate nodep, the networking layer of
this node can pass this message to the location service. The location service will either perform a local
lookup in case it is alookup access or store the advertisement in case of anadvertise access. In
the former case, if the data is found at nodep, p can respond immediately to the originator and instruct
its own networking layer not to forward the lookup request any further.

The benefit of this approach is that on average, the same quorum size can be accessed by explicitly
contacting much fewer nodes. Since the average length of a random route in the network is

√

n
ln n , we

can issue much fewer routing requests. However, those routes may not necessarily pass in different
nodes. As we show by simulation in Section 8, when using theRANDOM-OPT access strategy for
lookup , we only need to invoke the lookup request toO(ln n) random nodes instead ofO(

√
n) nodes.

Note however, that in contrast with theRANDOM strategy,RANDOM-OPT is not guaranteed to
access randomly chosen nodes and thus it cannot simply substitute RANDOM.

5 Implementing Probabilistic Quorum Systems

As mentioned before, we can use any of the access strategies described in Section 4 to implement any
of theadvertise andlookup quorums and we can mix and match them.

Below, we present a formal evaluation of quorum systems obtained by several of these combinations.
Figure 5 summarizes the various combinations of different access strategies for|Q| = Θ(

√
n).

5.1 Symmetric Combination with Two RANDOM Quorums

advertise RANDOM , lookup RANDOM . This is the method of Malkhi et al. [50]. Lemma 3.4
from [50] states:

Lemma 5.1. Let Qa and Qℓ be quorums of sizek
√

n each chosen uniformly at random. Then the
non-intersection probability isPr(Qa ∩ Qℓ = ∅) < e−k2

.

Loosely speaking, quorums of sizeΘ(
√

n) ensure intersection with good probability. It can also
be easily shown (for example, by using the same argument as wedo below in Lemma 5.2) that if
Qa andQℓ are quorums of sizes|Qa| and |Qℓ| accordingly, each chosen uniformly at random, then

Pr(Qa ∩ Qℓ = ∅) < e−
|Qa||Qℓ|

n .
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As we have shown above in Section 4, for|Q| = Θ(
√

n) the cost of invoking aRANDOM access
in ad hoc network is n√

ln n
plus the cost of establishing multi-hop routes in case a membership service is

used orΘ(n
√

n) when sampling directly with RWs.

5.2 Asymmetric Combinations with OneRANDOM Quorum

Below we provide a proof of the main result of our paper: to build probabilistic bi-quorums it is sufficient
that only one of the quorums isRANDOM, while the other quorum can be picked in an arbitrary (non
adversarial) way.

Lemma 5.2. (Mix and Match Lemma) DenoteQa anadvertisequorum andQℓ alookup quorum.

The probability thatQa ∩ Qℓ is empty is:Pr(Qa ∩ Qℓ = ∅) ≤ e−
|Qa||Qℓ|

n .

Proof. Since the selection of a lookup quorum is performed independently of the selection of an ad-
vertise quorum, we claim that the order of the selection doesnot influence the intersection probability
between the two quorums. We can therefore look at the quorum selection process as if the lookup
quorumQℓ was selected first.

Thus, suppose that a subgroupQℓ of different nodes is picked out of a network ofn nodes (note that
the selection may be arbitrary, not necessarily uniform). Next, another subgroupQa of nodes is picked,
while each node inQa is picked uniformly at random out of the network, but withoutrepetitions. For the
intersection ofQℓ andQa to be empty, we can look at this process as if the first node ofQa is picked out
of n − |Qℓ| nodes uniformly at random, the next node is picked out ofn − |Qℓ| − 1 nodes, etc. Hence,
we have:

Pr(Qa ∩ Qℓ = ∅) =

|Qa|
∏

i=0

n − |Qℓ| − i

n − i
≤

|Qa|
∏ n − |Qℓ|

n
=

(

1 − |Qℓ|
n

)|Qa|
≤ e−

|Qa||Qℓ|
n

The above result can be used to set the size of the quorumsQa andQℓ to guarantee a non-empty
intersection of two quorums with a given probability. This is established below:

Corollary 5.3. In order for two sets,Qa andQℓ of sizes|Qa| and|Qℓ| respectively chosen in the manner
described above to have a non empty intersection with probability at least1−ε, the following must hold:
|Qa| · |Qℓ| ≥ n ln(1/ε).

Proof.

Pr(Qa ∩ Qℓ 6= ∅) ≥ 1 − e−
|Qa||Qℓ|

n ≥ 1 − ε ⇒ −|Qa||Qℓ|
n

≤ ln(ε) ⇒ |Qa||Qℓ|
n

≥ ln(1/ε)

To get a feel for the result, consider the example in which1− ε = 0.9. In this case,|Qa| · |Qℓ| must
be at least2.3n. Thus, we can pick both|Qa| and|Qℓ| to beΘ(

√
n).

Summary. Such an asymmetric quorum system, in which only one of the quorums has to be picked
randomly while the other one can be picked in an arbitrary (non adversarial) way, has a significant
advantage over the pureRANDOMxRANDOM strategy mix. While the cost of aRANDOM access is
almost linear inn (plus the cost of establishing multi-hop routes), the second quorum can be accessed
by a considerably cheaper access strategy. In addition, a combination in which at least one quorum is
RANDOM has an important practical advantage. The intersection probability does not depend on the
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network topology or density (Lemma 5.2 is correct on any network graph). It means that combinations
with RANDOM are robust and yet efficient, since the second (non-random) quorum can be picked in a
very efficient way.

advertise RANDOM , lookup PATH . In this case, the selection of theadvertise quorum is
performed uniformly at random, while the selection of thelookup quorum is performed by a RW.
As we have shown in Section 4.2, the cost of thePATH access strategy is linear in the quorum size
for |Q| = Θ(

√
n). This can be further optimized by usingUNIQUE-PATH, which does not effect the

intersection probability, but can lower the communicationcost. We can also switch theadvertise
and lookup access strategies: useRANDOM for lookup andPATH for advertise . We explore
this direction in more details in Section 5.4.

advertiseRANDOM ,lookupFLOODING . Instead of using thePATHstrategy used forlookup ,
we can use theFLOODING. The intersection probability in these cases is similar to the ones obtained
with PATH lookup . This is because aFLOODING that covers (at least)k nodes, visitsk different
nodes, just like a RW. However, in most cases more thank nodes will actually receive the message.
Hence, while asymptotically the cost will be the same asPATH, the constants forFLOODING are
higher. In addition,FLOODING does not provide early halting and sends multiple replies, which also
increases the communication cost and is not energy efficient.

advertise RANDOM , lookup RANDOM-OPT . We can also use theRANDOM-OPT strat-
egy to access thelookup quorum. This is expected to produce the same intersection asby the
RANDOMxRANDOM mix, while sending fewer message.

5.3 Symmetric Combinations withoutRANDOM Quorum

We have further explored combinations that do not use theRANDOM access strategy at all.

advertise PATH , lookup PATH . Both advertise and lookup are performed using RWs.
This neither requires any sampling or membership services nor routing and thus appears very appealing.
However, a deeper look reveals that this combination is lessattractive than it seems, since it has a high
communication and memory costs. One must ensure these two RWs intersect in at least one node. For
that matter we define thecrossing timeof two RWs.

Crossing Time of Two Simple RWs in Random Geometric Graphs.We say that two random walks
cross, if there exists at least one node in which these two RWsvisit during their run (not necessarily
simultaneously). Therefore, crossing time captures the smallest number of steps required for two simple
RWs to intersect in at least one node.

Definition 5.4. Given two RWs starting at any two nodes in the network, thecrossing time(CRT) is the
expected first time at which there is a node that was visited bythe two RWs.

Formally, given two random walksXu, Yv, starting atu and v respectively, letγuv = min{t :
{Xu(0), . . . ,Xu(t)}∩{Yv(0), . . . , Yv(t)} 6= ∅ }, be the first time that the two walks cross. The crossing
time of a graph is defined asmaxuv E[γuv]. We prove the following:

Theorem 5.5. The crossing time of two RWs inG2(n, r) is Ω(r−2).

Proof. Divide the unit square ofG2(n, r) into bins of size1
r × 1

r . Each bin is indexed by a columni and
a rowj where0 ≤ i, j ≤ ⌊1

r ⌋. Now look at the projection of the walk on the columns of the bins, when
the walk is at columni it can only move to a bin at columnsi − 1, i + 1 or to stay at columni. This
resembles a simple random walk on a line with some additionalprobability to stay at the same node (i.e,
self-loop).
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Take two nodes,u at column0 andv at column⌊1
r ⌋. For the two walks to cross, at least one walk

has to reach the column in the middle. This will amount to the expected time it takes to a simple random
walk on the line to move from0 to ⌊ 1

2r ⌋, which is known to beΩ(r−2) [43].

Note that whenr = Θ(
√

log n
n ) (the minimal radius that ensures connectivity), the crossing time

of G2(n, r) is at leastΩ( n
log n). Thus, if bothadvertise and lookup quorums are accessed by the

PATH strategy, at least one of them will incur a communication cost which is almost linear inn. Recall
that this is a lower bound, and, as a matter of fact, our simulation results in Section 8 indicate thatboth
advertise andlookup need to be of that order, even if we use a unique RW. In addition, there is an
increased storage cost. Theadvertise RW has to publish the data in every node it visits and if the
length of this RW isΩ(n/ log n), accessing theadvertise quorum will incur almost linear storage.

The shortcoming of thePATHxPATH combination is that the exact value of the crossing time de-
pends on the network density and is thus hard to set without overestimating it or running in danger of
not ensuring the desired intersection probability.

advertiseUNIQUE-PATH , lookup UNIQUE-PATH . Instead of using a Simple RW we can use
the Unique RW. As before, the sizes of 2 quorums should be set to guarantee that the two quorums
intersect. For example, setting|Qa| + |Qℓ > n provides such a guarantee. In such a case our result
about partial cover time from Section 4.2 can be used as an estimate of the message complexity of this
combination.

advertise FLOODING , lookup FLOODING . Here, in the same manner as with RWs, one must
ensure that the two sets of nodes accessed by two flooding intersect. It is thus clear that the combined
cost of both floodings is linear withn.

5.4 Deriving the Optimal Cost for Asymmetric Combinations

An ability to build quorum systems while using different access strategies and different quorum sizes
raises the following interesting question. What is the beststrategy mix and what is the best relative
size of thelookup andadvertise quorums, that guarantees a given intersection probabilitywith
an optimal minimal cost. The answer to this question dependson the usage pattern oflookup vs.
advertise . Intuitively, if lookup is used more frequently thanadvertise , one would suggest to
optimize thelookup access strategy, by using a smallerlookup quorum size. The question we raise
is how much exactly to optimize?

To this end, we consider the total cost of accessing all quorums. This total cost depends on the size
of each quorum, the cost of accessing a single node in this quorum and the relative ratio of requests
to accesslookup vs. advertise . More formally, we define the functionCost to be the cost of
accessing a node or a set of nodes. The cost function could reflect the number of messages or any other
measure.Cost(Qa) is the cost of accessing anadvertise quorum andCosta = Cost(Qa)

|Qa| is the
average cost of accessing a single node in theadvertise quorum.Cost(Qℓ) andCostℓ are defined
similarly for thelookup quorum.

We assume a parameterτ , which is the network-wide ratio between the number of timeslookup is
being accessed vs.advertise .

Lemma 5.6. The optimal ratio between the sizes oflookup andadvertise quorums, which mini-
mizes the total cost of accessing alllookup andadvertise quorums, is:

|Qℓ|
|Qa|

=
1

τ

Costa
Costℓ
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Proof. Define#advertise to be the total number of advertisements issued by all nodes during the
considered period of time and by#lookup the total number of lookups. The total cost is:

TotalCost = #advertise · |Qa| · Costa + #lookup · |Qℓ| · Costℓ

We are subject to the constrain that|Qa| · |Qℓ| = n ln(1/ε) and are givenτ = #lookup
#advertise . Therefore,

TotalCost =
#lookup

τ
· n ln(1/ε)

|Qℓ|
· Costa + #lookup · |Qℓ| · Costℓ

The minimalTotalCost is achieved when|Qℓ| =
√

n ln(1/ε)Costa
τCostℓ

(obtained by derivation ofTotal-

Cost). Thus, |Qℓ|
|Qa| = |Qℓ|2

n ln(1/ε) = 1
τ

Costa
Costℓ

.

Consider an example in whichτ = 10 (there are 10 times more lookups than advertisements). Let
advertise quorum be accessed by aRANDOM strategy andlookup by aUNIQUE-PATHstrategy.
Costa = D (the diameter of the network) andCostℓ ≈ 1 (as we have shown in 4.2). For a network
with D = 5, we must pick|Qℓ|

|Qa| = 5
10 = 1/2. Thus, to yield the minimal total access cost, the size of the

advertise quorum should be twice the size of thelookup quorum.
The parameterτ is a global network parameter. It might be known a-priory to all nodes or configured

based on common usage patterns (such as the distribution of advertisement vs. lookups in file sharing
P2P applications). In caseτ is not known and cannot be assumed, it can be dynamically estimated based
on the usage statistics.

6 Maintenance - Handling Failures, Dynamism, and Mobility

Probabilistic constructions are inherently very suitableto handle dynamic environments, such as net-
works with frequent nodes joins and failures or mobility. This is since they do not rely on strict deter-
minist sets of nodes, which are costly to update and reconfigure. In this section we describe some of the
formal properties of probabilistic quorums w.r.t the dynamism, as well as provide additional implemen-
tation details to improve dynamism handling even further.

6.1 Handling Churn

Churn is caused by frequent joins and leaves/failures of nodes. As mentioned in Section 3, the re-
silience of the quorum system to failures is measured by fault tolerance and failure probability. The
fault tolerance of a probabilistic quorum system with quorum sizes of

√
n is Ω(n). Similarly, the failure

probability of a probabilistic quorum system of sizek
√

n is e−Ω(n) for all p ≤ 1 − k√
n

. However, in
ad hoc networks, we must also require that the network remains connected. We discuss the necessary
condition for connectivity below.

Connectivity in Face of Failures. The connectivity ofG2(n, r) was extensively studied in the context
of the minimal transmission power necessary to ensure that with high probability a given ad hoc network
graph is still connected as the number of nodes in the networkgrows to infinity. Gupta and Kumar [26]
have shown that ifn nodes are placed on a unit disk and each node transmits at a power level that covers
an area ofπr2 = log n+c(n)

n , then the resulting network is asymptotically connected with probability
one, if and only ifc(n) → ∞ asn → ∞. In [57], the authors obtain a similar result when nodes are
distributed in the unit square[0, 1]2. The above result implies that if the transmission ranger is set such

thatr =
√

C ln n
πn for C > 1, the network is connectedw.h.p.. Such value ofr implies an average number

of neighbors,davg, which isdavg = πr2n = C ln n.
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With failures, one would like to know how many failures leavethe network connected. We look at
a network with fixedr and assume a failure model in which individual nodes crash independently with
fixed probability. In such a model, afteri nodes fail, the remaining network forms a Random Geometric
Graph,G2(n − i, r). This network remains connected ifn − i satisfies the necessary connectivity

condition, namely,r ≥
√

ln (n−i)
π(n−i) . For example, in the network of1000 nodes the minimaldavg that

guarantees connectivity is7. Thus, if the initial density isdavg = 14, this network can withstand a
failure of up to half of the nodes in the network.

Degradation Rate.Degradation rate captures the probability that two quorumsaccessed at different
times will intersect despite the fact that between these twoaccessesf nodes have crashed or joined. We
analyze the degradation rate as a function of the percentageof network change (percentage of crashed
or joined nodes). We calculate the probability of an intersection of alookup quorum with a previously
establishedadvertise quorum. Denote byQa(t) the live nodes of a givenadvertise quorum
at time t. Qa(0) is the initial advertise quorum at the time it was established (before the churn
started) that guarantees intersection with at least1 − ε probability. Qℓ(t) is a lookup quorum at the
moment the access is being issued (lookup quorum accesses only live nodes at timet, so they are not
affected by failures).n(t) is the network size at timet (at the time of alookup access). We denote the
non-intersection probability at timet by Pr(miss(t)). By definition,Pr(miss(0)) ≤ ε.

Pr(miss(t)) = Pr(Qa(t) ∩ Qℓ(t) = ∅) ≤ e
− |Qa(t)||Qℓ(t)|

n(t)

We separate our discussion into cases of failures only, joins only, and both. Note that when nodes fail
or join, n(t) changes as well. We can furthermore separate the discussioninto 2 additional categories:
whether the size of thelookup quorum,|Qℓ(t)|, is adjusted ton(t) or not. Practically, this means that
the data location service that uses quorums can periodically estimate the network sizen(t) and adjust
|Qℓ(t)| dynamically to its size (e.g.,|Qℓ(t)| = C

√

n(t)), or keep|Qℓ(t)| constant (|Qℓ(t)| = |Qℓ(0)|)
until the next time the whole quorum system is refreshed (as discussed below).

1. Failures only. We assume nodes crash independently, with some fixed probability. In such a case
n(t) = (1 − f)n(0) and|Qa(t)| = (1 − f)|Qa(0)|, while f is the fraction of failed nodes. Thus,

Pr(miss(t)) ≤ e
− |Qa(t)||Qℓ(t)|

n(t) = e
− |Qa(0)|(1−f)|Qℓ(t)|

(1−f)n(0) = e
− |Qa(0)||Qℓ(t)|

n(0)

(a) If |Qℓ(t)| = |Qℓ(0)| (|Qℓ(t)| is kept constant and is not adjusted ton(t)), thenPr(miss(t)) =
Pr(miss(0)) (it does not change)! This is despite the fact that a fractionf of the network,
including the advertisement nodes, has failed.

(b) If |Qℓ(t)| is adjusted ton(t), e.g.,|Qℓ(t)| = C
√

n(t) then:

Pr(miss(t)) ≤ e
− |Qa(0)||Qℓ(t)|

n(0) = e
− |Qa(0)|C

√
n(t)

n(0) = e
− |Qa(0)|C

√
(1−f)n(0)

n(0) = e
− |Qa(0)|

√
(1−f)|Qℓ(0)|
n(0) ≤ ε

√
1−f

2. Joins only. In such a casen(t) = (1 + f)n(0) and|Qa(t)| = |Qa(0)|, while f is the fraction of
joined nodes.

Pr(miss(t)) ≤ e
− |Qa(t)||Qℓ(t)|

n(t) = e
− |Qa(0)||Qℓ(t)|

(1+f)n(0)

(a) If |Qℓ(t)| = |Qℓ(0)|, then:Pr(miss(t)) ≤ e
− |Qa(0)||Qℓ(t)|

(1+f)n(0) = e
− |Qa(0)||Qℓ(0)|

(1+f)n(0) ≤ ε
1

1+f

(b) If |Qℓ(t)| = C
√

n(t), then: Pr(miss(t)) ≤ e
− |Qa(0)|C

√
n(t)

(1+f)n(0) = e
− |Qa(0)|C

√
(1+f)n(0)

(1+f)n(0) ≤
ε

1√
1+f
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(c) Failures and Joins

Figure 6:The degradation of the intersection probability as a function of thef - the fraction of crashed and joined
nodes.ε is the initial non-intersection probability.

3. Both Joins and Failures. If the same amount of nodes that have failed have also joined,then
n(t) = n(0), |Qa(t)| = (1 − f)|Qa(0)|, and|Qℓ(t)| = |Qℓ(0)|.

Pr(miss(t)) ≤ e
− |Qa(t)||Qℓ(t)|

n(t) = e
− (1−f)|Qa(0)||Qℓ(0)|

n(0) ≤ ε1−f

Figure 6 illustrates the evolution of the intersection probability as a function of the churn rate for all
cases. We can see that if we keep using the samelookup quorum size while nodes fail, the intersection
probability remains the same. This result indicates a remarkable resilience of probabilistic bi-quorum
systems to failures. If there are no new joins, then the intersection probability stays the same despite
failures! In the case of joins, a bi-quorum system can withstand a churn of a linear fraction of nodes
without a significant intersection deterioration. For example, when starting with an initial intersection
probability of0.95, after30% of the network changed (30% of the nodes have failed and new ones have
joined), the intersection probability deteriorates to only slightly below0.9.

Handling Quorums Degradation. In the case of deterministic quorums, recovering from quorums
degradation requires both reconfiguring the quorum system (finding a new quorum set that will replace
the previous one) and refreshing its contents, in order to ensure data continuity, as been done in [48]
and [2]. In the case of probabilistic quorums, there is no need to reconfigure the system after failures
in order to ensure quorum liveness. All that is needed is to refresh the quorum system, e.g., by re-
advertising every data item to ensure data continuity. The frequency of this re-advertising is determined
by the degradation rate. Consider the example depicted in Figure 6(c). Suppose the minimum accepted
intersection probability of a given system is0.9, the intersection probability before the churn started was
0.95, and the time it takes30% of the nodes to change is one day. Then in this example, every data item
should be refreshed once a day.

6.2 Handling Mobility - Network and Application Adaptation

In ad hoc networks, our construction should also handle mobility. If mobility maintains the uniform
distribution of nodes, then it does not impact the intersection probability. Thus, in these cases, nothing is
needed to be done. However, if mobility substantially skewsthe structure of the network, then refreshing
by re-advertising is required. The rate of refreshing in such cases depends on the exact mobility model.

Another important aspect of mobility is network level adaptation. Consider for example a RW
implementation. The next hop along the RW is picked randomlyout of node’s direct neighbors, while
the neighbors list is constructed by a heartbeat like mechanism [33]. However, due to mobility, the
neighbors set can change rapidly, which might result in attempting to forward the RW to a non-neighbor
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or even a failed node. Another example isRANDOM quorum with membership implementation. The
accessed node can leave the network or simply fail. However,this might not be immediately indicated
by the membership service. Those examples demonstrate a need for: (1) reliable indication of failures
to access nodes; (2) an ability to dynamically adapt for thisfailures and fix them.

Network Level Notifications. Indicating failures in accessing quorums can be achieved for example
by applying end-to-end reliability [60] design: the accessed node will send an ack to the originator. This
however has a significant cost of doubling the traffic and may also introduce some unnecessary latency.
Instead, we suggest to use low level network notifications, in a cross layer design. For example, if the
MAC protocol fails to receive an ack for a unicast transmission (after multiple attempts, default 7 in
802.11 MAC [35]), instead of simply dropping the packet, it can signal a higher layer about this failure.
This notification should be propagated in the networking stack all the way to the application, allowing it
to act accordingly. Another example is a failure of the routing protocol to establish a routing path. This
will happen if the routed-to node has left the network. We have also observed such behaviors with very
fast mobility, so this problem is real. In such a case, instead of silently dropping the message, routing
will notify a higher layer, which will propagate this notification to the application.

Application Adaptation to Network Failures. When the application is notified about a failure of a
specific message, it should employ some adaptation mechanism. Simply re-sending the same message
again to the same destination is a bad choice, since it will fail to arrive again with high probability,
consuming valuable network resources. Instead, in the caseof RANDOM quorum we could pick another
random node to access. In the case of RWs, we can use theRW salvationtechnique of [9] to prevent
dropping of RW messages. If nodev does not succeed to forward a RW message to the neighbor chosen
in a given step (did not receive a MAC level ack),v makes a new attempt to send this message to another
random neighbor within the same step. This is especially useful in mobile networks, which experience
frequent breakages of neighborhood connections. We demonstrate the usefulness of this technique in
Section 8.

Another example is the reply message of the RW; according to thePATH strategy, the RW stops at
the first intersecting node and then sends the reply back to the looking node, following the reverse RW
path recorded in the RW message. When following the reverse path in mobile network, there is a non-
negligible chance that the reply messages will be dropped byat least one hop. Such dropping becomes
more intense with growing RW length and with increased mobility. We thus suggest to use the following
reply path local repairtechnique to combat fast mobility. When nodev wishes to pass the reply message
to nodeu, which is the next hop along the reverse path, it first sends a direct unicast MAC message to
u without relying on routing. Ifv’s MAC indicates a failure to send this message (v did not receive a
MAC level ack fromu, probably sinceu moved out ofv’s range),v gives up on sending the message to
u and tries to pass it to the next node along the path (nodew). Sincew is not necessarilyv’s neighbor,
v sends this message with the help of routing. However, we do not want to use routing too aggressively.
A naı̈ve use of routing might cause a network wide flooding, which will happen if the routing algorithm
will search the path tow andw has also moved far fromv. To prevent this costly effect, we limit the
routing scope with TTL 3. Thus, routing will not search the path more than 3 hops away fromv. The
value of 3 was chosen as a good tradeoff between the amount of exceeding traffic generated by routing
search packets and the probability of receiving the reply. In the case routing fails to find the path tow
(which is indicated atv by a routing level notification),v attempts the next hop along the reverse path
in the same manner, also using TTL 3. Ifw is the last hop along the path, and routing with TTL 3 failed
to find it, thenv has no choice but to invoke routing tow with a large TTL. Another option in this case
is for v to drop this reply message. As we explore in Section 8, in relatively low mobility scenarios, the
local repairs are sufficient to fix temporal breakages in the reverse path. However, in a very fast mobility
scenario of 20m/s (a VANET scenario), local repairs alone are not enough and occasional global routing
is inevitable.
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6.3 Network Size Estimation

In order to calculate the quorum size in all our access strategies, the number of nodes in the network
n must be known. There are several methods for obtaining a loose upper bound on the network size,
e.g., [19]. Notice that overestimating the network size will not hurt the intersection probability and will
only incur additional communication cost. Once we have sucha loose upper bound, a technique in
which the nodes count the number of collisions between RWs and estimaten in the manner similar to
the birthday paradox principle, can be applied. This technique was previously suggested in [9].

7 Additional Optimizations

7.1 Service Dependent Optimizations

Typically in data location services, the mapping of an object to its home node remains valid for a long
time. Thus, caching of advertisement requests or lookup replies that pass through nodes can significantly
reduce the lookup overhead. Here we distinguish between thenode who is part of theadvertise
quorum, which we call anownerof the mapping, and the other nodes that happen to cache it, which we
call bystanders. Once a node runs low on memory, it can forget all entries for which it is a bystander,
but it is supposed to maintain the entries for which it servesas an owner.

With this optimization, and especially when using thePATH strategy, lookup requests for popular
data items can terminate much faster and also have a higher chance of success.

7.2 Random Walks Optimizations

We propose two additional optimizations for RW based techniques. The first one is calledpath reduc-
tion. It is applicable forPATH or UNIQUE-PATH lookup quorums and is used for reply messages.
Whenever a lookup RW hits anadvertise quorum, a reply is sent over the reverse path of the RW.
Whenever a reply message arrives at some nodev and its next hop in the reverse path isu, v checks
if any of its neighborsw appears on the reverse path further afteru. In the affirmative,v sends the
reply message directly tow skippingu. This optimization reduces the reply length, as demonstrated by
simulations.

The second optimization utilizes the broadcasting nature of ad hoc networks. Nodes can overhear
messages, e.g., by switching their MAC to a promiscuous mode. If a nodeu that hears a RWlookup
request passing through one of its neighborsv is part of the matchingadvertise quorum,u can send
a reply immediately tov, which will stop the RW and send the reply back to thelookup originator.
Thus, the number of nodes covered by a RW is significantly increased. Exploring the benefits of this
technique is left for future work.

8 Simulations

We have compared our different implementation strategies by simulations under a wide range of varying
conditions. In particular, we have considered the impact ofthe number of nodes and nodes density,
mobility, churn, quorum strategy mixes and sizes. Simulation setup is described in Section 2.4.

Simulation scenarios. Each simulation comprised of two parts. In the first part, a total of 100 adver-
tisements were performed by random nodes, each byRANDOM access to a quorum of size2

√
n (except

for UNIQUE-PATH advertise in Section 8.5).RANDOM access was based on a membership ser-
vice. In the second part 1000 lookups were performed (by 25 random nodes, each making 40 lookups).
lookup quorum was accessed by 4 different methods:RANDOM, RANDOM-OPT, UNIQUE-PATH
and FLOODING. On a hit, a node sends a reply to the node that originated the lookup request. In
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case ofRANDOM andRANDOM-OPTthe reply was sent using routing, while inUNIQUE-PATHand
FLOODING it was sent over the reverse path of the lookup message, thus no routing was used at all.
In all simulations, the number of messages denotes network layer messages (e.g., one application mes-
sage sent to a random node that traverses a route of 4 hops is counted as 4 network layer messages).
Additional routing overhead means routing layer specific messages, including path establishment and
maintenance messages (RREQ, RREP and RERR in AODV). Hit ratio corresponds to the number of
successfullookup quorum accesses, that intersected with the correspondingadvertise quorum.
Thus, hit ratio corresponds to the intersection probability.

Each simulation lasted for 1,000 seconds (of simulation time) and each data point was generated as
an average of 10 runs. Simulations started after a 200 seconds initialization period, which was enough
to construct the membership information (in case ofRANDOM quorums). Every node maintained a
membership list of random, uniformly chosen,2

√
n nodes.

8.1 Cost ofRANDOM advertise

Figure 7 depicts the cost (number of messages) ofadvertise by theRANDOM access strategy. This
cost does not include the cost of the membership service: we assume this cost is amortized over all
advertise accesses and is also potentially shared by other applications using the membership service
([9] includes a detailed study of random membership costs).The number of messages peradvertise

request behaves as|Qℓ|
√

n
ln n . The number of messages stays constant for|Qℓ| ≥ 2

√
n for all networks

since we use random membership of size2
√

n and only those nodes were accessed foradvertise .
One can see the dramatic communication overhead increase due to routing. This is primarily due to new
routes establishment and route maintenance of the AODV protocol. One has to note that the price of
establishing the routes is amortized over different quorumaccesses due to routes reuse and its relative
part will drop in a longer run. However, in moving networks, in which routes break and need to be
reestablished, the price of routing remains a dominant performance factor.

8.2 RANDOM advertise with RANDOM lookup and RANDOM-OPT lookup

Figure 7(c) depicts the hit ratio ofRANDOM lookup access strategy. Hit ratio of0.9 is achieved
when the quorum size is approximately1.15

√
n, just as predicted by the formal analysis in Lemma 5.1.

For example, for a network of800 nodes, quorum size of33 achieves0.9 hit ratio. The cost to access
33 random nodes forlookup is the same as the cost to access them foradvertise , and thus can be
deduced from Figure 7(a). Thelookup quorum was accessed in parallel, thus we don’t see the potential
advantage of the early halting. If we were to access it serially, we would see a two times reduction in the
number of accessed lookup nodes, at the cost of increased latency.

As for theRANDOM-OPTstrategy in Figure 8, the hit ratio of0.9 is achieved when starting some-
what betweenX = ln(n) and X =

√

ln(n) messages to random targets. Due to the cross layer
optimization ofRANDOM-OPT, in which a local lookup is performed in every node through which a
message passes, the actual accessed quorum size isX

√

n
ln n ≈

√
n lnn. Thus, this optimization reduces

the communication cost significantly compared toRANDOM. For example, in a static network of800
nodes sending4 lookup requests to random nodes achieves a hit ratio of above0.9 at the cost of less
than40 network messages, which is around1.4

√
n. The routing price ofRANDOM-OPT is also much

less than withRANDOM, since it uses fewer multi-hop routes. Still, the additional cost of routing is
high, which turns this method inefficient compared to theUNIQUE-PATHandFLOODINGstrategies.

In mobile networks, the hit ratio ofRANDOM-OPT is only slightly smaller than the hit ratio
achieved in static networks for the same quorum size (the results for RANDOM lookup in mobile
networks had the same tendency and are thus not depicted due to the lack of space). This is since about
10% of the messages are lost due to mobility, mainly influencing the replies. The number of messages
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Figure 7:RANDOM advertise , Static networks
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(c) Num. msgs per lookup + routing.
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(e) Num. msgs per lookup. Mobile
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bile

Figure 8:RANDOM advertise , RANDOM-OPTlookup , Static and Mobile networks

also increases. Generally speaking, the average path length in mobile networks tends to be longer than
in static networks, mainly due to stale neighborhood information used by routing to find routes. When
a message follows a wrong path, it takes it longer to finally get to its destination. The routing price in
mobile networks also dramatically increases.

8.3 RANDOM advertise with UNIQUE-PATH lookup

Figure 9 depicts the performance of theUNIQUE-PATHstrategy in mobile networks with speeds ranging
between 0.5m/s and 2 m/s, which corresponds to walking speed. It performed identically in mobile and
static networks and thus we depict only the mobile case here (further mobility impact is discussed in
Section 8.6). A hit ratio of0.9 is achieved when the target quorum size (the number of nodes that need
to be covered by RW) is∼ 1.15

√
n, thus validating our analysis in Lemma 5.2 and testifying that a
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(b) Number of messages per lookup. Mobile.

Figure 9:RANDOM advertise , UNIQUE-PATH lookup . Mobile Networks,davg = 10

non random choice of thelookup quorum results in the same intersection probability as a random one.
The most interesting fact about theUNIQUE-PATHstrategy is the extremely small number of messages
it requires. One would expect that due to the reply message the total number of messages to access a
quorum of size|Qℓ| will be 2|Qℓ|. Surprisingly, accessing a target quorum of size|Qℓ| requires fewer
than|Qℓ| messages, including the reply message!

This happens due to the early halting. When a quorum of targetsize |Qℓ| is accessed, the first hit
occurs at approximately half of the way. Thus, an average of|Qℓ|/2 messages are sent until this hit.
The reply follows the reverse path, but due to thepath reductionoptimization described in Section 7,
the reply path length is usually shorter. In addition, the originator of the lookup includes itself in the
lookup quorum, which further reduces the number of messages by one.

A big advantage of the RW based strategies is that they do not require multi-hop routing and are thus
well suited for dynamic mobile networks. This is a significant advantage of the RW strategy, since its
performance is not deteriorated by mobility. More details about the mobility impact and the usage of the
RW salvation and reply path local repair techniques are discussed in Section 8.6.

Perhaps the biggest advantage of theRANDOM x UNIQUE-PATHmix is that the same intersection
is guaranteed on any network topology and density. All that is needed is to access|Qℓ| different nodes
by the RW and this number does not depend on network characteristics.

8.4 RANDOM advertise with FLOODING lookup

Figure 10 depicts the performance of theFLOODINGaccess strategy. The hit ratio grows super linearly
with TTL. For example, for800 nodes, a hit ratio of0.5 is achieved for TTL=2, whereas a hit ratio
of 0.85 is achieved for TTL=3. The number of messages sent byFLOODING is quite small and is
comparable with thePATH strategy. This is mainly due the broadcast nature of flooding: in the last hop
of flooding, nodes that do not rebroadcast the flooding message further on can still reply to thelookup
request if they posses the searched data.

However, notice that in order to increase the hit ratio to0.9 in a network of800 nodes one has to
increase the TTL to4, resulting in a significant communication cost increase. Instead of sending14 mes-
sages with TTL3, FLOODINGwith TTL 4 sends35 messages (this is both due to the increased flooding
scope and additional reply messages). This demonstrates the biggest disadvantage of theFLOODING
strategy: coarse coverage granularity and the lack of a fine grain control over the intersection probability
(as explained in Section 4.4). This is in contrast with thePATH strategy, in which one can control the
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(c) Hit ratio. Mobile.

Figure 10:RANDOM advertise , FLOODING lookup . davg = 10
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(a) Hit ratio. Static networks.
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(b) Number of messages per lookup. Static networks.

Figure 11:UNIQUE-PATHadvertise , UNIQUE-PATH lookup , n = 800.

intersection probability in a very fine grain manner, by changing the number of nodes that need to be
covered by the RW.

In mobile networks,FLOODINGperforms quite similar to static networks. Surprisingly, it achieves
a slightly higher hit ratio for the same TTL as in static networks, while sending more messages. This is
due to the mobility model artifact: it is well known that in the Random Waypoint model nodes tend to
concentrate at the center of the network [12]. Thus, the average density increases and as a result given
the same TTL more nodes are covered and more messages are being sent.

8.5 UNIQUE-PATH advertise with UNIQUE-PATH lookup

We have also explored the possibility to access theadvertise quorum with theUNIQUE-PATH
strategy. As proven in Theorem 5.5, at least one of the RWs hasto be of lengthΩ( n

log n). Figure 11
depicts the hit ratio for various RW TTL values for a network of 800 nodes. Bothadvertise and
lookup were accessed byUNIQUE-PATH, rather than byPATH, which considerably improved their
performance. We can see that a0.9 hit ratio is achieved when the length ofadvertise RW and
lookup RW together is around340, almostn/2. Thus, if both walks use the same target quorum
size, it must equal approximately|Qa| = |Qℓ| = 170 ≈ 1.5 n

log n ≈ n/4.7. For such a choice of
quorum sizes, the number of messages of thelookup access is about|Qℓ|/2, since the first hit occurs
at approximately half the way. Note however, that the exact constants of the crossing time depend on
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(a) Hit ratio. Without reply path local
repair.
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(b) Fraction of quorum intersections.
Without reply path local repair.
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(c) Fraction of dropped reply msgs.
Without reply path local repair.
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(d) Hit ratio. advertise |Q|=2
√

n.
With reply path local repair.
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(e) Fraction of dropped reply mes-
sages. With reply path local repair.
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(f) Num. msgs. per lookup + routing.
With reply path local repair.
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(g) Number of messages per lookup.
With reply path local repair.
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Figure 12:RANDOM advertise , UNIQUE-PATH lookup , Varying Mobility, n = 800.

the network topology and density and are not the same for all networks. Thus, the target quorums sizes
cannot be set in a generic way. This is in contract with theRANDOM x UNIQUE-PATHmix, in which
the same quorum sizes guarantee the same intersection on anytopology and density.

8.6 Fast Mobility Impact

In this section we have also explored the impact of varying speeds (in addition to the impact of a rela-
tively slow mobility that was discussed above). According to Figure 12(a), the hit ratio deteriorates as
the maximal speed increases. To shed a light on the reasons for this effect, we have looked at every stage
of our protocol. Recall that to access alookup quorum by theUNIQUE-PATHstrategy, the RW first
traverses the network until it encounterers|Qℓ| different nodes, stops upon the first hit and then sends
the reply back to the looking node, following the reverse RW path. We can see in Figure 12(b) that the
intersection probability itself (not taking into account the fail of the reply) is not impacted by mobility at
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Figure 13: Summary of simulation results for combinations of different access strategies,n = 800,
davg = 10, intersection0.9, |Qa| = 2

√
n = 56, |Qℓ| = 1.15

√
n = 33.

all. This is since we use theRW salvationtechnique to prevent dropping of RW messages, as discussed
in Section 6.2. However, when following the reverse path, a growing number of reply messages is being
dropped (Figure 12(c)). Basically, this happens since whena node is not able to reach a certain node
that is the next hop along the reverse RW path, it drops the reply message. Naturally, the longer the RW
is, the higher is the chance that at least one of the nodes thatwas previously traversed by the RW will
move out of range and the reverse path will break.

We have thus tackled the fast mobility with thereply path local repairtechnique, also discussed in
Section 6.2 Figures 12(d) and 12(e) depicts the hit ratio with reply path repairs. We can see that the
combination of local and global path repairs fixes the hit ratio and decreases the amount of reply mes-
sage droppings significantly. As for the networking price, Figures 12(f) depicts the amount of network
messages including routing control messages (AODV path establishment and maintainable). As speed
increases, more and more reply path repairs are required andthe price of routing increases. Note, how-
ever, that if there was no need to send the reply back, the RW salvation technique alone fully eliminates
the mobility effects almost without any cost. The RW itself does not invoke routing at all, and the amount
of generated network messages is almost the same for static and mobile networks (Figures 12(g)).

Another way to combat fast mobility in a proactive way is by increasing theadvertise quorum.
According to Figures 12(h), increasing|Qadvertise | from 2

√
n to 3

√
n improves the hit ratio, since the

lookup access needs shorter RWs, which also decreases the chance for a reply path breakage. Another
possible way to deal with reply path breakages is by incorporating anycast logic into the routing layer,
in a more tight cross layer design. Exploration of this option is left for a future work.

8.7 Churn

Figures 12(i) depicts the intersection probability in faceof churn (is static 800 nodes network, with
average density of 15 neighbors, which kept the network connected in all scenarios). After all adver-
tisements finished, we fail every node with a given probability or/and add new nodes according to the
average churn rate (the x-axis). The size of thelookup quorum was adjusted to the new network size.
We can see an outstanding survivability of the probabilistic quorums: the intersection probability deteri-
orates very slowly with the increasing churn rate. For example, the initial intersection of0.95 degrades
to only 0.87 in face of as much as50% failures (as long as the network remains connected). This also
matches our analysis from Section 6.1.
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8.8 Simulation Summary

Figure 8.8 presents a summary of a simulation study for some specific setup values. Forlookup we
have depicted both the cost of a hit and the cost of a miss. In case of a miss (the looked-up object is not
present), the whole cost of a target quorum size is paid. In case of a hit, this cost is reduced due to the
early halting of some strategies (but also includes the price of a reply).RANDOM andRANDOM-OPT
lookup quorums were accessed serially and not in parallel, thus do not benefit from early halting.

Based on these values and our result from section 5.4, we can reason which strategy mix is bet-
ter. For example, the relative cost ofadvertise vs. lookup for a RANDOMxUNIQUE-PATH
combination in this setting is|Qa|Costa

|Qℓ|Costℓ
= 600

33 = 18, while for aUNIQUE-PATHxUNIQUE-PATHcom-

bination it is |Qa|Costa
|Qℓ|Costℓ

= 250
100 = 2.5. Therefore, in this setting, as long asτ > 2.5 (τ is the frequency

of lookup s vs. advertise s), it is more efficient to useRANDOMxUNIQUE-PATH rather than
UNIQUE-PATHxUNIQUE-PATH.

9 Related Work

9.1 Quorum systems

Quorum systems were implicitly introduced by Gifford [22] and Thomas [65] as a weighted voting
mechanisms for ensuring consistency. An explicit definition of quorums later appeared in [21], and
was extended to bi-coteries, and therefore bi-quorums, in [54]. Herlihy used quorums and consensus to
implement shared objects in [30]. Other quorum based implementations of distributed shared memory
(or shared objects) include [4, 48]. Probabilistic quorum systems were initially introduced by Malkhi et
al [50]. They were later explored, e.g., in [51, 55].

Reconfigurable quorum systems were first explored by Herlihyin [31]. Additional dynamical recon-
figuration mechanisms of quorum systems appeared in [48] and[2], yet without analyzing the failure
probability of a single quorum. Moreover, a method for dynamic update of quorums in the face of joins
and leaves based on maintaining de Bruijn graph was presented in [2]. Those methods are unsuitable
for ad hoc networks due to their large message complexity. Our calculations of the degradation rate
can serve as a simple mechanism for determining how often a quorum system needs to be refreshed to
ensure continued intersections (or lookup success).

Byzantine resilient quorum systems were investigated, e.g., in [3, 51, 52]. In order to deal with
Byzantine systems, the size of the intersection of quorums must be large enough to mask possible false
output by Byzantine nodes. In this paper, we do not address Byzantine failures.

An implementation of a probabilistic quorum system for sensor networks appears in [14]. The
access to both write and read quorums is performed by flooding(gossiping) a corresponding request
throughout the entire network. In writes, the data is saved by Θ(n) nodes, yet onlyΘ(log n) nodes send
an acknowledgement. For reads, the ids ofΘ(log n) random nodes are included in the header of the
corresponding message; only these nodes are supposed to send a reply to the read request. This mix of
access strategies is a special case ofadvertise FLOODING, lookup RANDOM strategies, while
the choice of randomlookup requires a random membership or sampling procedure, just like in our
work.

9.2 Quorum Based Location Services

One of the most widely used application of quorums in ad hoc networks thus far has been in imple-
menting location service. In quorum-based protocols (alsoknown asrendezvous-based), all nodes in
the network agree, implicitly or explicitly, upon a mappingthat associates each node’s unique identifier
to one or more other nodes in the network. The mapped-to nodesare the location servers for that node.
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They are the nodes where periodical location updates are being stored and location queries will be routed
to and looked up at. The mapping of nodes to quorums should be such that the update quorum will in-
tersect with the lookup quorum. Examples of quorum-based location services include, [28, 63, 34], Oc-
topus [53], LLS [1], GLS [42]. Additional examples of data location services are GCLP [64], GHT [59]
and Rendezvous Regions [61]. All those works differ from ourin that most of them use geographic
knowledge, do not use probabilistic quorums and do not utilize a-symmetric quorum systems. In that
respect, our work is the first systematic study of probabilistic quorum systems in ad hoc network.

In the works of Haas and Liang [28, 29], a uniform random quorum system is used for mobility
management. Nodes location information is maintained in location databases that form a virtual back-
bone. When a node moves, it updates its location with one quorum containing the nearest backbone
node. Each source node then queries the quorum containing its nearest backbone for the location of the
destination, and uses that location to route the message. In[29] the division of nodes into quorums is
static and done a-priori, while ensuring uniformity in the sense that all nodes will be members of the
same number of quorum sets. On the other hand, in [28] the selection of nodes into quorums is done
randomly during runtime.

In PAN [44, 45] both read and write quorums are random subsetsof nodes. The write quorum is
accessed by random gossip, which also constructs random membership. The read quorum is accessed by
contacting a set of random nodes picked out of the random membership directly (relying on routing), in
the same way as in ourRANDOM access. Both write and read quorums are directed only to a predefined
subset of nodes, termedStorage Set(StS ). StS can be any subset or overlay (such as connected dominat-
ing set), picked statically or dynamically and agreed upon by all nodes. However, PAN does not specify
how to dynamically reconfigure the quorum system when StS changes. Our scheme could be extended
in a straightforward way to use only a subset of nodes for quorums. Since the write updates in PAN are
disseminated to the whole network (or the whole StS) and are eventually stored by all StS nodes, the size
of the read quorum can be kept relatively small (it must stillbe more than one, to overcome node failures
and message loss). Our work could be seen as a generalizationof [45], since it provides a number of
alternative quorum access strategies, while [45] only providesRANDOM advertise x RANDOM
lookup . In addition, our scheme is more flexible since it does not disseminate the write updates to all
(StS) nodes, but allows to adjust the sizes of the write/readquorums optimally w.r.t. the access pattern,
as shown in Section 5.4.

The work in [37] focuses on the problem of efficiently utilizing quorum systems in a highly dynamic
environment. Nodes are partitioned into fixed quorums, and every operation updates a randomly selected
set, thus balancing the load. Their simulation study indicates that probabilistic quorums have a better
recency rate than other strict quorum strategies.

In GeoQuorums [16], geometric coordinates determine the location of home servers. These focal
point coordinates define geographic areas that must be inhibited by at least one server at any time. Sets
of focal points are organized in intersecting quorums. The quorums are further used to implement an
atomic memory abstraction in mobile ad hoc networks. The algorithm to dynamically reconfigure the
set of available quorums is presented as well. At this stage,we focus on implementation of quorum
systems and location services without utilizing geographic information.

In [10], a location service is implemented through randomlyselected quorums. Yet, no means are
provided in [10] to determine the required size of the randomquorum and no theoretical evaluation of
the quorum selection algorithms is supplied.

10 Discussion

In this paper we have explored various access strategies forimplementing probabilistic bi-quorum sys-
tems in ad hoc networks. In particular, we have shown that asymmetric bi-quorums can offer better
performance than symmetric ones. Moreover, we have shown that even without geographical knowl-
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edge (or localization), it is possible to obtain efficient quorums. The bi-quorum system we have found
most efficient is the one that usesRANDOM for advertise andUNIQUE-PATH for lookup (or
vice versa). This is due to the use of random walks inUNIQUE-PATH, which eliminates the need for
multiple hop routing.

We would like to stress that, as mentioned in the introduction, asymmetric constructions of proba-
bilistic bi-quorum systems are useful not only for ad hoc networks, but also for any network with non
uniform access costs (e.g, peer-to-peer networks). This isbecause in many workloads, one type of
quorum access (e.g., lookup) is much more frequent than the other (e.g., advertise). Hence, the more
common access type can only communicate with the closest nodes, and only the rare access type needs
to communicate with random nodes, which are most certain to include some far away nodes. Of course,
the result holds also when advertisements are more frequentthan lookups, in which case advertisements
are the ones that can be performed on nearby nodes.

The main driving application that we addressed in this work is data location services, which can also
be trivially generalized to distributed dictionary services and bulletin boards. Yet, another appealing
application of quorums is distributed shared objects. In particular, it was shown in [4] that atomic
registers, also known as linearizable read/write objects [32], can be implemented using quorums. Yet,
such an implementation requires both read and write operations to access oneadvertise and one
lookup quorum [5, 41, 47].5 When using probabilistic quorums, these protocols in fact implement
what is known as probabilistic linearizability [24].

An interesting area for future research is the usage of probabilistic quorums for implementing decen-
tralized publish/subsribe (pub/sub) systems [8]. For example, a natural way of implementing pub/sub
using quorums is to disseminate a subscription to all members of an advertise quorum; a published
event can be sent to all members of a lookup quorum. Each member of the lookup quorum checks if
the event matches any of the subscriptions it is aware of, andif one exists, it sends a notification to
the corresponding subscriber. In particular, as event publications typically occur much more frequently
than subscriptions, the use of an asymmetric bi-quorum system like the ones we propose here is ad-
vantageous. Clearly, when using probabilistic quorums, the guarantees of the resulting pub/sub system
become probabilistic as well. Notice, however, that an interesting challenge of such a system is how to
execute unsubscriptions efficiently. That is, in probabilistic quorum systems each access to a quorum
touches a possibly different set of nodes. Hence, sending anunsubscribe message to a single probabilis-
tic quorum might not be enough.
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A Random Walk Preliminaries

Let G(V,E) be an undirected graph, withV the set of nodes andE the set of edges. Letn = |V |
andm = |E|. For v ∈ V , let N(v) = {u ∈ V | (v, u) ∈ E} be the set of neighbors ofv, and let
δ(v) = |N(v)| be the degree ofv.

Let Xv = {Xv(τ) : τ ≥ 0} be asimple random walkstarting from nodev on the state spaceV
with transition matrixQ. When the walk is at nodev, the probability to move in the next step tou is
Qvu = Pr(v, u) = 1

δ(v) for (v, u) ∈ E and0 otherwise. LetXv(t) = {Xv(τ) : t ≥ τ ≥ 0} denote a
walk of lengtht. Let N (t) = |Xv(t)| denote the number of distinct nodes visited by the random walk
of lengtht.

Thehitting time, h(u, v), is the expected time for a random walk starting atu to arrive tov for the
first time. Lethmax be the maximumh(u, v) over all ordered pairs of nodes. The return timeh(v, v)
is the expected time to return tov for the first time, starting atv. h(v, v) is well known to be equal to
1
πv

, from the theory of Markov chains [43] whereπ = {πv : v ∈ V } is the stationary distribution of the
simple random walk. In [7] the authors prove that following:

Proposition A.1. For c > 1, if r2 ≥ c8 log n
n , thenw.h.p. for G2(n, r):

(i) hmax is linear inn. That is, there exist a constantγ independent ofn, s.t.w.h.p. hmax ≤ γn.

(ii) ∀v πv = Θ( 1
n) ≥ 1

βn for a constantβ independent ofn.

The first statement is based on a resistance argument and the second is based on proving thatw.h.p.
the degree of every node isΘ(log n).

B Partial Cover Time of Random Geometric Graphs

The partial cover time, PCTG(i), of a graphG is the expected time taken by a simple random walk
on G to visit i distinct nodes inG. Formally, forv ∈ V , let PCTv(i) be the expected number of steps
needed for the simple random walk starting atv to visit i distinct nodes inG, and the partial cover time
of G is PCT (i) = maxv PCTv(i). Thecover time, CG, of G is the expected time to visit all nodes in
G, i.e.,CG = maxv PCTG(n).

Theorem 4.1 (restated)Let t = o(n). For c > 1, if r2 ≥ c8 log n
n , thenw.h.p.for G2(n, r)

PCTG(t) ≤ 2αt

where, for large enoughn, α is a constant not depending onn.
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Proof. The proof proceeds as follows. We will first bound the expected number of visits to each vertex
during the walk and then show that the number of distinct nodes visited by the random walk of length
t = o(n) is at leastt/(2α).

Given a graphG and a starting nodev, we view the random walks as proceeding in phases. For
1 ≤ i ≤ n we identify phasei with a set ofi vertices,Vi ⊆ V and a starting vertexsi ∈ V , which is the
last vertex visited in phasei − 1. Phasei starts with the random walk atsi and ends with the random
walk exitingVi. Note thatV1 = v. If the walk is of lengtht andk ≤ t distinct nodes are visited during
the walk, then fork < j ≤ n, we definesj andVj to be empty sets.

For now consider onlyXv(t) where we may omitt if it is clear from the context. Letαi denote the
number of visits tosi during thet steps. Ifsi = ∅ thenαi = 0. Clearly

t =
n

∑

1

αi

Taking expectation over all possible walks of lengtht we have:

E[t] = t = E[
n

∑

1

αi] =
n

∑

1

E[αi]

Consider the graph in the theorem, we now show that the expected number of visits to each vertex
duringXv(t), is bounded by a constant.

Lemma B.1. maxi E[αi] ≤ α

Proof. The proof is based on the Proposition A.1. Lett = o(n). For a random walkXv, let E t
v denote

the event that the random walk return tov within time t andρv = Pr(E t
v). For theG2(n, r) given in the

theorem we can bound the return time in the following way:

h(v, v) =
1

πv
(1)

≤ βn (2)

≤ ρvE[h(v, v) | E t
v] + (1 − ρv)E[h(v, v) | Ē t

v] (3)

≤ ρvt + (1 − ρv)(t + hmax) (4)

= t + (1 − ρv)(hmax) (5)

≤ t + (1 − ρv)γn (6)

Whereβ, γ are the constants from Proposition A.1, which do not depend on n. Steps (2) and (6) are
licensed by Proposition A.1. Step (4) is true since if the walk does not return tov within t steps we can
bound the return time by takingt steps plus the time it takes to return tov from the node at which the
walk is at timet. Now, for large enoughn, we can lower bound(1 − ρv) as follows:

(1 − ρv) ≥
βn − t

γn
≥ c (7)

where0 < c < 1 is a constant not depending onn (e.g.,c could be β
2γ ). Let Rv be the expected number

of returns tov before stept. Usingρv we can boundRv with the expected number of trials (every time
the walk returns tov we start a new independent trial) until the walk does not return to v in t steps:

Rv ≤ 1

1 − ρv
≤ 1/c (8)
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By settingα = c + 1, we can conclude that the expected number of visits of a walk of length t to every
si at mostα times (since we can see every phasei as a random walk of length less thant starting atsi),
so∀i E[αi] ≤ α.

Lemma B.2. For a random walkXv(t), if ∀i ≤ n E[αi] ≤ α, then

E[N (t)] ≥ t

2α
(9)

Proof. We omit thet. We can expressE[N ] as follows:

E[N ] =
n

∑

j=1

Pr(N ≥ j) =
n

∑

j=1

1 − Pr(N < j) (10)

Now will boundPr(N < j) by Pr(N < j) = Pr(N ≤ j − 1) ≤ (j − 1)α/t:

Pr(N ≤ j) ≤ min{jα

t
, 1} (11)

ClearlyPr(N ≤ j) ≤ 1. We will prove thatPr(N ≤ j) ≤ jα/t. Let Ej be the event thatN ≤ j
andĒj be its compliment. We can expressE[αi] via conditional expectation:

E[αi] = Pr(Ej)E[αi | Ej ] + Pr(Ēj)E[αi | Ēj ] (12)

Assume by contradiction thatPr(Ej) > jα
t . Since all walks are of lengtht, for all walks that visit at

mostj distinct nodes we havet =
∑j

i=1 αi, and

j
∑

i=1

E[αi | Ej ] = t

Since the average value ist/j, there existi∗ for which E[αi∗ | Ej] ≥ t/j. Otherwise, if∀i :

E[αi | Ej] < t/j we will get
∑j

i=1 E[αi | Ej ] ≤ j ·maxj{E[αi | Ej ]} < j · t/j = t. Now, from Eq (12)
we get:

E[αi∗ ] >
jα

t
· t

j
+ Pr(Ēj)E[αi∗ | Ēj] (13)

> α (14)

this is a contradiction to∀i ≤ n E[αi] ≤ α, soPr(Ej) ≤ jα
t .
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Let k = ⌊ t
α⌋, now we can put everything together:

E[N ] =

n
∑

j=1

1 − Pr(N < j) (15)

≥
n

∑

j=1

1 − (j − 1)
α

t
(16)

≥
k

∑

j=1

1 − (j − 1)
1

k
(17)

≥ k − 1

k

k−1
∑

j=1

j (18)

≥ k − 1

k

(k − 1)k

2
(19)

=
1

2
(k + 1) (20)

>
t

2α
(21)

which proves the assertion of the Lemma.

From Lemma B.2, the expected number of distinct nodes a walk visits in t steps is at leastt/2α.
Thus, we conclude the statement of the Theorem thatPCTG(t) ≤ 2αt.
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